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Primary Rights under FERPA

Right to inspect and review education 
records

Right to seek to amend education records

Right to have some control over the 
disclosure of information from education 
records



Education Records

“Education records” are records which –

(1) contain information which is directly related 
to a student; and

(2) are maintained by an educational agency or 
institution or by a party acting for the agency 
or institution.



Education Records, cont.

Exceptions to “education records” include:

Sole Possession Records
Law Enforcement Records
Employment Records 
Medical Records
Alumni Records



Record

“Record” means any information maintained in 
any way, including, but not limited to:

Handwriting
Video or audio tape
Computer media
Film
Print
Microfilm and microfiche



Personally Identifiable Information

“Personally identifiable information” includes, but 
is not limited to:

Student’s name
Parent’s name
Address of the student or student’s family.
A personal identifier, such as a social security number 
or student number
A list of personal characteristics or other information 
that would make the student’s identity easily traceable



Easily Traceable

Miami University (Ohio)
– Received open records request from local TV reporter for:

Student disciplinary information (from 1999 to date) under 
§99.31(a)(14);
Redacted copies of incident reports and victim statements 
related to all student disciplinary proceedings (from 1999 to 
date); and
All law enforcement unit records for students whose records 
were disclosed in response to first request.

– Miami University stated that the cumulative effect of its 
compliance with the open records request is the release 
of the names of student victims and witnesses that can 
easily be linked to identifiable student disciplinary 
actions.



Easily Traceable, cont.

FPCO Response
– The University may disclose, without consent, law 

enforcement unit records because they are excluded from 
the definition of education records under FERPA.

– The University may disclose, without consent, the final 
results of disciplinary proceedings in which the student 
was an alleged perpetrator of a crime of violence and it 
was determined that the student violated the University’s 
rules or policies with respect to that allegation, because 
there is a statutory exception that permits this disclosure.



Easily Traceable, cont.

– The University would not be in compliance with FERPA if 
the identities of student victims and witnesses were 
“easily traceable,” even after their names and other 
identifying information had been redacted from incident 
reports and victim statements, because of the release of 
other, unredacted disciplinary records and law 
enforcement unit records.

– The University itself is in the best position to determine, at 
least at the outset, whether a student’s identity is easily 
traceable after all nominally identifying information has 
been removed.

*The 10/19/04 letter on this issue is available on the FERPA online library.



Disclosure of Education Records 
§ 99.30  Consent
Except for specific exceptions, a student shall 
provide a signed and dated written consent 
before a school may disclose education records.

– The consent must:
Specify records that may be disclosed;
State purpose of disclosure; and 
Identify party or class of parties to whom disclosure 
may be made.



Electronic Signatures

April 21, 2004 – Final Rule amending § 99.30 of the FERPA 
regulations to permit a school to accept an electronic 
signature as consent to disclose education records to a third 
party under specified conditions.  See 69 FR 21670-21672.

§ 99.30(d) - “Signed and dated written consent” may include a 
record and signature in electronic form that –
1) Identifies and authenticates a particular person as the

source of the electronic consent; and
2) Indicates such person’s approval of the information 

contained in the electronic consent.



FERPA Electronic Signature Standards

Govern the transfer of education records to third-parties where 
FERPA does not permit disclosure without consent, i.e., transcript 
to employer.  Electronic signature standards do not govern eligible 
student’s access to own records, or access by school officials for 
legitimate purposes.

Standards are technology-neutral regarding how to identify and 
authenticate an individual as the source of the electronic consent 
for disclosure of information.

However, schools should ensure that they use reasonable and 
appropriate steps consistent with current technological 
developments to maintain the integrity and security of records 
maintained and transmitted via electronic methods.



FSA “Safe Harbor”
Electronic Signature Standards
(http://ifap.ed.gov/dpcletters/gen0106.html)

Acceptable Signature Processes
1) Shared secret (PIN or password) uniquely 
associated with student and known only to student 
and lender (or agent);
2) Unique credential or token; 
3) Biometric measurement;
4) Digital signature image;
5) Typed name combined with any of the above.



FSA “Safe Harbor”
Electronic Signature Standards

Verifying Student’s Identity
Before issuing a shared secret or other credential 
used in an electronic signature process, a lender 
must confirm the identity of the student by 
authenticating name, SSN or driver’s license 
number, and date of birth provided by the student 
with data maintained by an independent source, 
such as national commercial credit bureau, state 
motor vehicle agencies, or government databases, 
but not school’s own database.



FSA “Safe Harbor”
Electronic Signature Standards

Providing Identity Credential to Student
After the lender completes the required data 
matches verifying the student’s identity, it must 
provide the shared secret (PIN or password) or 
other identity credential to the student via U.S. 
Postal Service, as part of a secure online session, 
or in some other secure way. Unencrypted email, 
by itself, is not considered secure enough for 
direct delivery of the shared secret or other identity 
credential.



FSA “Safe Harbor” Electronic Signature 
Standards

Authenticate Identity of Student Giving Consent
Process must -

Require student to enter at least two personal 
identifiers (e.g., name and DOB);
Use shared secret or other identity credential; and
Authenticate identity of student based on 
information provided.



Electronic Signature Standards PINS & 
Passwords

Student must be allowed to change 
Must be maintained in secure database not 
generally accessible to school officials or 
others
School officials may not have access
Must be encrypted in transmission and in 
database; schools may use other security 
methods so long as process does not result 
in PIN or password that is visible or easily 
accessible



Identify & Authenticate Identity

How Do Institutions Allow Students and School Officials to 
Obtain Access to Education Records under FERPA?

First, establish identity. (Who are you?)

Electronic systems require unique personal identifier
Name (may not be unique)

+ Date of Birth (DOB)
Social Security Number
Student ID Number
Account/Logon ID Number
Email Address
Photograph



Identify & Authenticate Identity, cont.

Next, authenticate identity.
(Prove you are who you say you are.)

Something you know:
Secret PIN or Password – YES
SSN or Date of Birth – No.  Could lead to FERPA violation.
Mother’s maiden name ?

Something you have:
Public/Private Keypair (PKI Technology)
Cryptographic smartcard

Something you are:
Retinal scan
Fingerprint
Voiceprint

Authentication methods should not be widely known or used.



Identify & Authenticate Identity, cont.

Don’t use identity data to authenticate identity

An institution that allows a student or other party
to gain access to education records by providing only
publicly or readily available identifiers, such as a
student’s --

name
date of birth
SSN, or
published email address,

without further proof or authentication of identity, has
a policy or practice of disclosing education records in
violation of FERPA. 



Current Investigations

Complaint:  Father of eligible student used 
student’s SSN to access information system by 
posing as student, then created new password and 
obtained copies of transcripts, which father then 
redisclosed in a court proceeding.

Complaint:  Student entered her own account ID 
and password but retrieved another student’s 
degree audit.  Process repeated several times with 
same result.



Degree Verification Services

August 30, 2004, letter to Auburn University* finding
FERPA violation where agent used student’s SSN
without prior written consent –

Web-based degree verification service uses click-through 
agreement that requires requester to certify that student has 
provided signed and dated written consent for institution to 
disclose education records.

Requester certified falsely that student provided consent.

* Letter available in FERPA online library.



Degree Verification Services, cont

Name, date of birth, and receipt of degree (or not) may be 
disclosed as directory information, however –

Use of student’s SSN to identify student for purposes of 
confirming whether student received degree constitutes 
implicit confirmation of SSN, even if the SSN is not explicitly 
confirmed or returned to the requester, and even if the SSN 
provided by the requester is, in fact, incorrect.

FERPA complaint was closed when institution confirmed that 
requesters are no longer able to submit a student’s SSN to 
the web-based verification service.



Disclosure Provisions

§ 99.31 – Exceptions to the prior written consent 
requirement (partial).

All disclosures under §99.31 are permissive under 
FERPA; only parents and eligible students have a 
right under FERPA to obtain access to education 
records.

Teachers & Other School Officials -- §99.31(a)(1)
Directory Information -- §99.31(a)(11)
Victims of Alleged Crime of Violence – § 99.31(a)(13)
Outcome of Disciplinary Hearings – § 99.31(a)(14)



Teachers & Other School Officials

Teachers and school officials do not have a right under 
§99.31(a)(1) to obtain access to a student’s education 
records, even if the school has determined that they have 
“legitimate educational interests” in the information.

Professor at University of North Alabama asked whether 
FERPA allows the institution’s Office of Developmental 
Services to disclose medical records submitted by student to 
document claim of disability to professor who is asked to 
provide disability accommodations.

November 2, 2004, technical assistance letter (available in 
FERPA online library) explains that University may determine 
professor has “legitimate educational interests” in records 
but has no right under FERPA to demand access.



Teachers & Other School Officials, cont.

Student complained that school official used access to 
electronic student information system to obtain basic 
demographic data used to file criminal complaint against 
student for minor assault in campus office.

Institution claimed that it did not authorize school official to
file complaint with police but that there was no FERPA 
violation because school official was authorized to access 
students’ education records to fulfill professional 
responsibilities.

(Institution also claimed that disclosure fell within “health or
safety emergency” exception to prior consent requirement.)



Teachers & Other School Officials, cont.

FPCO’s March 9, letter explains that an institution has a policy of 
disclosing education records in violation of FERPA if it allows a 
school official to use their access to education records for personal 
purposes rather than only when they have “legitimate educational
interests.”

Institutions must establish and enforce policies and procedures,
including appropriate training, to help ensure that school officials 
do not in fact misuse education records for their own purposes.

(Health & safety emergency exception did not apply because delay
in filing police report showed that school official did not consider 
situation an emergency, and school failed to record the disclosure 
as a health or safety emergency as required under §99.32.)



Directory Information

“Directory information” is –
– Information not generally considered harmful or an invasion of 

privacy if disclosed.
– Includes, but is not limited to:

name, address, telephone listing, electronic mail address
date and place of birth, photographs
participation in officially recognized activities and sports
field of study 
weight and height of athletes
enrollment status (full-, part-time, undergraduate, graduate)
degrees & awards received
dates of attendance 
most recent previous school attended



Directory Information, cont.

Directory information cannot be disclosed without consent if it 
is linked to any non-directory information.

Some “personally identifiable information,” such as names 
and addresses, can be disclosed as directory information 
because generally it is not linked to (and cannot be used to 
access) non-directory information.

Student social security numbers (SSNs), or partial sequences 
of SSNs, may not be disclosed as directory information 
because they can be used to obtain sensitive, non-public 
information about individuals.



Directory Information, cont.

Nov. 5, 2004, letter to University of Wisconsin-River Falls (available in 
FERPA online library) explains when “ID numbers” may be 
disclosed as directory information –

University uses randomly assigned, 7-digit number starting with 
“W” (not based on SSN) plus secret password for access to student 
information system (SIS) and student’s own education records.

Unique identifiers are made available for portals and single sign-on 
SIS approaches, or for use with directory-based software and 
protocols for electronic collaboration by students and teachers.

Student account ID numbers, logon IDs, email addresses, and other 
unique personal identifiers may be disclosed as directory 
information, but only if used like a name and not like an SSN.



Directory Information, cont.

Requirements for designating unique student identifiers as 
directory information –

Identifier cannot be used, standing alone, by unauthorized 
individuals to gain access to non-directory information from 
education records.

In other words, student must use a shared secret, such as a PIN or 
password, or some other unique authentication factor with the 
identifier to gain access to education records.

Allowance is made for school officials to use identifier alone, just as 
they use student’s name or ID number by itself, to gain access to 
education records.



Disciplinary Proceeding Disclosures

§ 99.31(a)(13) – Disclosures to Victims of Alleged 
Crime of Violence 

– Final Results of disciplinary hearing may be disclosed 
Regardless of finding
To only the alleged victim, and
Redisclosure provisions of 99.33 would generally 
apply.



Disciplinary Proceeding Disclosures, 
cont.

– A former Georgetown University student alleged that the 
University violated the Clery Act when it conditioned her 
access to the finding and sanctions regarding the alleged 
perpetrator on her signing a nondisclosure agreement.

– FSA (Regional Office) ruled in July 2004 that the 
University cannot require an alleged sexual assault victim 
to execute a non-disclosure agreement as pre-condition to 
receiving judicial proceeding outcomes and sanction 
information under the Clery Act.



Disciplinary Proceeding Disclosures, 
cont.

– FERPA permits  a postsecondary institution to disclose to an 
alleged victim of any crime of violence the final result of any 
disciplinary proceeding conducted against an alleged 
perpetrator of that crime with respect  to the crime.

– The institution may disclose the final results to the victim, 
regardless of whether the institution concluded a violation was 
committed.

– The redisclosure limitations of § 99.33 apply to disclosures 
under § 99.31(a)(13).

– When an institution has determined a violation under            
§ 99.31(a)(14), then the redisclosure limitations do not apply.

* See 3/10/03 letter on FPCO website for guidance on disclosures under 
§99.31(a)(13) and §99.31(a)(14).



Proposed Amendment 

H.R. 81 Introduced by Representative 
Rodney Frelinghuysen, NJ
“To amend [FERPA] to improve access of the victims of 
crimes to information concerning the outcome of 
disciplinary proceedings by institutions of higher 
education.”

“If the alleged victim of such crime or offense is deceased, 
the next of kin of such victim shall be treated as the alleged 
victim for purposes of this subparagraph.”



Disciplinary Proceeding Disclosures, 
cont.

§ 99.31(a)(14) – Disclosures of Outcome of 
Disciplinary Hearings concerning alleged 
crimes of violence permitted:

Only if the institution finds that the student 
violated rules or policies concerning such 
crimes
To anyone, and
May be redisclosed.



Statutory and Regulatory Actions 
Affecting FERPA

SEVIS (INS/DHS)
Megan’s Law
HIPAA
NCAA & IPEDS
Digital Millennium



SEVIS and INS
Disclosures to Immigration and Customs Enforcement (ICE), 
Department of Homeland Security (DHS), previously the 
Immigration and Naturalization Service (INS), permitted in certain 
situations:

– Student and Exchange Visitor Information System - SEVIS
Electronic reporting system

– Required information
– F, J, or M nonimmigrant students and exchange visitors

Reporting Requirements set forth in INS December 11, 2002, 
Final Rule

– Reporting Requirements established by:
Illegal Immigration Reform and Immigrant Responsibility Act of 
1996 (IIRIRA)
USA Patriot Act
Enhanced Border Security and Visa Entry Reform Act of 2002



SEVIS, cont.

Consent provided on Form I-20 previously 
needed to permit disclosures of education 
records to DHS is no longer required.
– Under IIRIRA, AG can determine that FERPA 

does not apply to aliens to the extent 
information is necessary to carry out SEVIS

– AG’s determination set forth in December 2002 
INS regulations.



SEVIS, cont.

– Congress did not intend for the privacy protections under 
FERPA to impede ICE in carrying out the SEVIS program.

– DHS is drafting regulations governing the SEVIS certification 
process and identifying additional reporting requirements.

– While current ICE regulations list certain documents that an 
institution must keep and report on students under the SEVIS 
program, during the pendancy of DHS rulemaking process, the 
Department will refrain from any enforcement action under 
FERPA in circumstances where an institution has provided any 
education records to ICE officers at their request to carry out the 
SEVIS program.

* The August 27, 2004, letter to AACRAO is on our online library.



Megan’s Law 

Campus Sex Crimes Prevention Act (CSPCA), Pub. 
L. 106-386 (Oct. 2000)

– amended FERPA to ensure that educational institutions 
may disclose information they receive from the state 
concerning registered sex offenders.*

– amended the Higher Education Act of 1965 to require 
institutions to advise the campus community where 
information can be obtained about registered sex 
offenders, such as the campus law enforcement office, a 
local law enforcement agency, or a computer network 
address.

*Guidance available in FERPA “Hot Topics” online library.



Megan’s Law, cont.

School district asked whether it could notify parents that registered 
juvenile sex offender had enrolled in high school because”name” 
and “enrollment “are directory information and registered sex 
offenders are identified on State law enforcement websites.

March 8, 2005, technical assistance letter (available in FERPA online 
library) explains that status as registered sex offender is not type of 
information that may be disclosed as directory information.

Educational institutions may release relevant information without 
violating FERPA by following Dept. of Justice Guidelines that  
implement “Megan’s Law” (42 USC §14071(e)), which requires States 
to release relevant information necessary to protect the public 
concerning persons required to register as convicted sex offenders.



Health Insurance Portability and 
Accountability Act (HIPAA) Privacy Rule

Establishes standards and imposes requirements 
to protect the privacy of individually identifiable 
health information.
Records that are subject to FERPA are NOT subject 
to the HIPAA Privacy Rule (see page 82483, Federal 
Register, December 28, 2000)
Other HIPAA rules may apply.



NCAA and IPEDS

The Graduation Rate Survey (GRS) is one of several 
mandatory surveys of all postsecondary institutions known 
as IPEDS (Integrated Postsecondary Education Data System) 
conducted by the Department’s National Center for Education 
Statistics (NCES).

GRS helps institutions comply with Student Right-to-Know 
and other disclosure and reporting requirements codified at 
34 CFR § 668.41, § 668.45, and § 668.48.

34 CFR § 668.48(a) requires all institutions that award 
athletically-related student financial aid to produce an annual 
graduation rate report, by race and gender, for both students 
in general for those who received athletically-related aid 
categorized by sport.



NCAA and IPEDS, cont.

§ 668.41(f) requires institutions to submit graduation rate 
reports directly to the Secretary as well as to prospective 
student-athletes and their parents, high school coaches and 
guidance counselors.

§ 668.41(f)(1)(ii allows an institution to meet its responsibility 
to report graduate rates to high school coaches and guidance 
counselors through NCAA reports determined by the 
Secretary as substantially comparable to those required 
under § 668.48(a) and distributed by NCAA to all secondary 
schools.

However, nothing in Federal law requires institutions to 
report any data to the NCAA. 



NCAA and IPEDS, cont.

Prior to 2004, NCES agreed to send institutional graduate rate 
data directly to the NCAA so that schools could report only 
once -- to the Department.

NCES now “perturbs” small data cells in order to comply with 
the confidentiality requirements in the Education Sciences 
Reform Act of 2002 and the E-Government Act of 2002, as 
well as FERPA and the Privacy Act of 1974. 

As a result, NCAA has sought to obtain this data directly from 
institutions without any perturbation, suppression, or other 
manipulation of small data cells.



NCAA and IPEDS, cont.

Can institutions report graduation rates by race and gender in
small cells to the NCAA? Only if the student has signed a written
consent that specifies this data. (See discussion of “easily
traceable.”)

Race and gender may not be designated and disclosed as 
“directory information” under FERPA.

The NCAA Student-Athlete Statement for Academic Year 
2004-05 (all divisions) allows schools to report  the student-
athlete’s race and gender identification, along with 
transcripts, test scores, drug tests, and other data.  



NCAA and IPEDS, cont.

Is it a violation of FERPA to report small cells? 

– The FERPA prohibition on disclosure of “personally identifiable 
information” permits institutions to aggregate data and disclose
statistical information from education records, without consent,
so long as the student’s identity is not “easily traceable.”

– Just as the removal of names and ID numbers is not always 
adequate to protect against personal identification with student
levels data, there are circumstances in which the  aggregation of 
anonymous or de-identified data into various categories could 
render personal identity “easily traceable.”

– In these cases, FERPA prohibits disclosure of the information 
without consent.



Digital Millennium Copyright Act

Recording Industry Association of America 
continues to issue hundreds of subpoenas for 
names and addresses of students whose ISP 
addresses or Internet names correlate to 
evidence of illegal music sharing.
Institutions have contacted FPCO concerning 
release of information in response to these 
subpoenas.



Digital Millennium Copyright Act, cont.

FPCO response:
• Institutions may disclose education records 
pursuant to lawfully issued subpoenas/ court 
orders when a reasonable attempt is made to give 
the student prior notice.
• Prior notice is not required when the disclosure 
is made pursuant to a law enforcement subpoena 
or court order which specifies that the existence or 
contents of the subpoena or court order not be 
disclosed.



Enforcement Provisions

§§ 99.60-99.67

– The Family Policy Compliance Office is 
authorized by the Secretary of Education to 
investigate, process, and review complaints and 
violations under FERPA.

– Students may file complaints with the U.S. 
Department of Education.

– FERPA provides specific remedies to be 
determined by ED in a case where a school 
refuses to voluntarily comply.



Enforcement Provisions, cont.

Michigan Open Meetings Act
– Michigan Attorney General opinion on which schools rely 

required disclosure of disciplinary hearing minutes in 
personally identifiable form.

– School notified FPCO of potential conflict with FERPA.
FPCO advised MI Board of Education that:

Conflict exists because:
– schools receive funds under programs administered by ED,
– schools are obligated to comply with FERPA once they accept 

funds, and
– MI schools cannot comply with both MI Open Meetings Act as 

interpreted by the MI Attorney General and FERPA.



Enforcement Provisions, cont.

FPCO further advised MI of enforcement options:
Withholding further payments,
Issue a cease and desist order, and/or
Recovering funds.

On August 11, 2004, MI amended its Open Meetings 
Act to prohibit a public body from disclosing in its 
minutes of meetings any information that would 
not be in compliance with FERPA.

*The October 21, 2004 and August 13, 2003 letters are available in our online 
library.



Technical Assistance

For technical assistance and advice to school 
officials:

Family Policy Compliance Office 
U.S. Department of Education
400 Maryland Avenue, SW
Washington, DC  20202-5920

(202) 260-3887 Telephone
(202) 260-9001 Fax



Informal Technical Assistance

For informal requests for technical assistance, 
email us at:

FERPA@ed.gov



FPCO ListServ

Postsecondary officals:
<http://www.ed.gov/policy/gen/guid/fpco/tps
/ps/fpcopssignup.html> to 
http://www.ed.gov/policy/gen/guid/fpco/tps/p
s/index.html

• Type the word “privacy” in both the 
password and user ID text boxes.

• Announcement only ListServ



Visit our web site:
www.ed.gov/offices/OII/fpco

or
http://www.ed.gov/policy/gen/guid/fpco/index.html


