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Introduction - Legal Issues
Which Impact the Registrar

FERPA and Disclosures
FERPA-GLB Kinship
FERPA HIPAA I t lFERPA-HIPAA Interplay
Disciplinary Records
Catalog & Contract Liability
Campus Security Act/Clery Act
Solomon Amendment



FERPA 
Privacy Bright Lines

THE THINGS WE ALREADY KNOW…
Do not publicize a student’s Social Security 
Number (specifically prohibited). InstitutionallyNumber (specifically prohibited).  Institutionally 
assigned Student ID numbers may be disclosed 
to support student services and access to 
systems.
Do not release information from a student’s 
education records (e.g. grades) without the 
consent of the student.
Do share with “school officials” for “legitimate 
educational interest.”



FERPA
Disclosures of Information

• Parents. Schools are permitted to disclose 
information under certain exceptions.
Health or safety emergency Reduces riskHealth or safety emergency. Reduces risk 
to institutions in making disclosures when it is 
not possible to obtain a student’s consent.
No Anonymity in class. When a student 
requests privacy, it does not prevent a school 
from identifying and calling upon the student 
in class.



FERPA 
Disclosures Continued

• Data breaches. Institutions to determine and self-
report how a breach occurred; mitigate risks; and 
safeguard against future occurrence.
FSRs Schools must continue to honor privacy• FSRs. Schools must continue to honor privacy 
requests of former students. 

• Research. De-identified information can be used for 
research purposes not tied to the identity of 
students.

• Transfers. Fraud factor allows institutions to 
disclose information on transfer students who submit 
false documents after attending.  



Providing/Selling Lists of 
Student Information

Various colleges provide lists of student 
information to corporations or political 
organizations (such as banks)

These lists may include names, phone numbers, and 
e-mail addresses of students  - these lists may be 
used to promote goods and services. 

Many consumer groups assert that colleges have 
turned a blind eye to aggressive and deceptive 
marketing to their students—via direct mail, “cold” 
calls, and organized visits to campus.

Some universities profit from this activity.



FERPA
Inadvertent Disclosures

As best practice, notify affected students of 
hacking incidents or security breaches.

FRAUD ALERT to protect/safeguard their individual 
informationinformation
Consider providing information on identity theft, if the 
breach relates to SSNs or other consumer data:  FTC 
brochures or other information

Consider self-reporting incidents to FPCO
Explain the incident
Outline steps taken to mitigate effects of the incident
Detail steps devised to avoid repetition of the incident
Talk to concerned students/employees



FERPA - Graham-Leach-Bliley Act

GLB requires “financial institutions” to protect 
the privacy of their customer records; FTC 
interprets “financial institutions” to includeinterprets financial institutions  to include 
universities, because many make loans to 
consumers
Protect the “nonpublic financial information” 
of customers (students/parents); Establish 
safeguards; Implement an Information 
Security Program; Designate a GLB program 
coordinator



FERPA-HIPAA Interplay -
Immunizations

Vaccines are licensed by the FDA; CDC 
recommends the vaccine schedule; State 
legislatures adopt the scheduleseg s a u es adop e sc edu es
Require proof of immunity for attendance in 
public and private schools
– Medical exemptions – applicable as long as 

contraindication or adverse reaction exists
– Religious exemptions – bona fide religious beliefs 

contrary to immunization requirement
– Philosophical exemptions or conscientious 

objection – refusal without resort to religious or 
medical justification 



FERPA-HIPAA Interplay
Medical  Withdrawals

FERPA, not HIPAA
Just because student provides medical 
records to the university, that does notrecords to the university, that does not 
implicate HIPAA
HIPAA applies only to “covered entities”
– To be a covered entity must be engaged in 

covered transactions
– FERPA provides treatment record exception to 

education record; If treatment record is disclosed, 
it becomes education record

– FERPA trumps HIPAA



Disciplinary Action Records

On-campus vs. Off-campus conduct
Should disciplinary action be recorded on 
the academic transcript? 
AACRAO Guidelines recommended that 
disciplinary actions not be on the transcript.
Transcript Overlay (This transcript reflects only the 
academic record of the student. This student currently is not 
in good standing and further information should be requested 
from the Office of the Dean of Students.)



Catalog:  An Implied Contract

Courts imply a contract between university 
and student based on 

St d t’ ll t d i fStudent’s enrollment, academic performance, 
and following of university rules/procedures

AND

University’s statement of its rules/procedures, 
including those procedures relating to 
academic progression



“This catalog is your 
contract.”



Catalog Continued

Is it a Contract? 
Maybey
– Students will be held to the requirements, 

policies, and procedures described in the 
catalog.

Maybe Not
– The catalog is not a contract – it expresses the 

requirements in effect at the time of publication 
but may be changed at any time



Catalog Continued

Courts have treated catalog as a document 
outlining the university-student contract, 
within reasonwithin reason
University-Student Relationship has the 
Components of a Contract
– Offer, Acceptance, Consideration

Does a Disclaimer Change the Analysis?
– Every effort is made to ensure accuracy at the time of 

publication; however, the catalog is not an irrevocable 
contract between the student and the community college.



Catalog Continued

Disclaimer or not… A notice that terms may 
be changed without notice may not be 
enoughenough
– Longstanding practice or other actions to induce 

reliance
– Change in terms & conditions
– Okay as living document

But, what is the remedy for breach 
– Specific performance (i.e., do what the catalog 

says you will do)?



Campus Security Act/
Clery Act & FERPA

Requires all institutions participating in 
federal financial aid programs to disclose 
campus crime statistics and security policies;campus crime statistics and security policies; 
to timely notify campus communities of 
crimes; and to report crime data to DOE
Daily crime log that lists all crimes reported to 
the campus police or security; must make 
available upon request, without exception; 
not to include identity of accuser or accused



Clery Continued

Timely notice of a threat – FERPA would 
permit release of information in an 
emergency situation further FERPA doesemergency situation – further, FERPA does 
not protect law enforcement records
Clery contains a provision to report sex 
offenders; Requires that both the accuser 
and the accused must be informed of the 
outcome of any institutional disciplinary 
proceeding brought alleging a sex offense



Solomon Amendment

Schools not required to affirmatively assist 
military recruiters – equal access

Fair et al v Rumsfeld – S Ct 2006 – upheld SolomonFair et al. v. Rumsfeld – S.Ct. 2006 – upheld Solomon

Universities must permit access to directory 
information or risk losing  federal funding eligibility
Chief Justice Roberts writes, the Solomon 
Amendment requirement “does not affect the [law] 
schools’ speech.”  Schools can object but must 
provide level playing field for military recruiters



QUESTIONS?

Please Ask.


