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Laws Affecting Disclosures of 
Nonimmigrant Information 

to Third Parties



Relevant Authority
• Family Educational Rights and Privacy Act 

of 1974 (FERPA)
• 8 Code of Federal Regulations 214.1(h), 

214.3(g)
• USA Patriot Act of 2001
• Enhanced Border Security and Visa Entry 

Reform Act of 2002
• State Privacy and Defamation Laws
• Institutional Rules



What Does FERPA Provide?
• Institutions of higher ed which receive federal 

funding may not release non public information 
regarding “students” unless:

– Disclosure is necessary to protect “health or safety of 
the student or other individuals”; or

– Student, if over 18, has consented, or parent(s) have 
consented, if a minor; or

– A court or agency orders or subpoenas release of the 
information, including ex parte orders; or 

– The information is released only to DHS employees 
pursuant to 8 CFR Sec. 214.3(g).



Other Exceptions
• Testing organizations
• Accreditation organizations
• Information regarding an application for financial 

aid
• Other schools at which student wishes to enroll
• Secretary of Education or Comptroller General 

of the U.S.
• Audits and evaluations of federal and state 

programs
• Crime victims: outcome of disciplinary 

proceedings



Records Not Covered by FERPA
• Disciplinary records, where there is risk to 

safety or well being of others, even those 
at other schools.

• Records maintained by “law enforcement 
unit” of institution created “by that law 
enforcement unit for the purpose of law 
enforcement”.

• Employment records of non students.
• Medical records maintained on campus. 



What About Administrative 
Subpoenas?

• FERPA refers both to judicial subpoenas—
signed by a judge, as well as “any other 
subpoena issued for a law enforcement 
purpose.” Keep in mind that provisions regarding 
employees under 8 CFR 274A probably 
supersede FERPA, though this has never been 
litigated.

• The subpoena itself will usually declare whether 
it is a violation of law to disclose its contents to 
the affected person(s).

• Technical questions about subpoenas should be 
addressed to university counsel.



What Did USA Patriot Act Do to 
FERPA?

• It provided that ex parte subpoenas, obtained 
without the knowledge of the party about whom 
the information is sought, are an exception to 
FERPA.

• It did NOT give DHS nor other law enforcement 
wholesale authority to request any and all 
information relating to international students, not 
subject to one of the previously mentioned 
FERPA exceptions.



What Data Elements Does 
214.3(g) Contain?

• General: name; dob/cob; country of citizenship; current address; 
academic status; date of commencement of studies; degree 
program and field; OPT and beg. And ending dates; termination date 
and reason; application packet; number of credits completed; 
photocopy of I 20.

• Event based:
– Failure to maintain status or complete program
– Change of address
– Change of name
– Disciplinary action as the result of a conviction
– Any other request made by SEVIS

• Term/semester based:
– Whether student has enrolled, dropped below full load, or failed to enroll
– Current address
– Start date of student’s next term or semester

• DHS can add more as need be via the normal regulatory process 
mandated by the Administrative Procedures Act, but not on an ad 
hoc or extra-regulatory basis. 



What About Students 
Who are Not F-1or M-1?

• This means any person to whom an I-20 has not been 
issued.

• No requirement to release information under 8 CFR 
214.3(g).

• J’s are governed by separate disclosure requirements 
both to DHS and DOS personnel only. See also, 22 CFR 
62.15 (program completion, termination). They are NOT 
covered by 214.3(g).

• Employees are subject to separate rules under 8 CFR 
274a (I-9, payroll disclosure).

• Thus, FERPA, state and institutional rules generally 
become your guideposts.



What Did the Border Security Act 
Do to This Regulation?

• It statutorily mandated electronic and other 
reporting within the SEVIS system.

• It allows the Secretary to add data 
elements to Sec. 214.3(g) as he sees fit, 
but does not circumvent the Administrative 
Procedures Act, which requires regulatory 
publication and a period for comments.



What Does Your Own State 
Privacy Act Provide?

• Some states are highly protective of 
information in the hands of government 
agencies (e.g., state institutions) and 
others.

• Others are more lax.
• Clear guidance on state law issues needs 

to be obtained from university counsel in 
order to elaborate institutional policies.



What About Defamation
and Other Liability?

• In addition to problems under FERPA and 
state privacy laws, disclosure of 
information could give rise to:

– Defamation or libel claim, including monetary 
damages, if information is not true and correct

– Other suits for damages 
– These issues should be raised with General 

Counsel



Case Study



Source of Inquiry
• ICE (SEVP, Investigations)
• CBP (POE)
• DOS (Diplomatic Security Service)
• FBI
• U.S. Attorney



Manner of Inquiry

• Informal requests:
– Visit (spontaneous, call for appt)
– Phone call
– Email

• Formal inquiries:
– Administrative subpoena (ICE)
– Court subpoena



Source of Legal Authority

• Who is asking?
• What info is requested?
• Does requester have legal right to info 

requested?



Who Responds?

• International Services Office
– Associate Director or Director

• ICE (including some administrative subpoenas)
• CPB
• DOS
• FBI

• Office of General Counsel
• US Attorney or Court
• Some administrative subpoenas



How to Respond?
• Acknowledge advisor’s role
• Acknowledge requestor’s role and 

willingness to cooperate within the law
• Respectfully explain legal limitations, when 

applicable
• Offer alternative sources that may be able 

to help (e.g., SEVP Policy Office)



Lessons Learned
• Understand advisor role vs. government role
• Build relationships / mutual respect
• Establish office policy about responses
• Know the law 

– Don’t panic: Don’t respond until you are sure info 
requested is appropriate

– Use NAFSA Manual
– Consult experienced colleagues or experienced 

immigration lawyers (if no in-house counsel)
• Know when to call your General Counsel


